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MEMORANDljh-1 0~ UNDERSTANDING 
BETWEEN 

414/2022 

NATIONAL PROTECTION AND PROGRAMS DIRECTOR.A TE 
DEPARTMENT OF HOMELAND SECURITY, GOVERNMENT OF THE UNITED STA TES 

OF AMERICA 
AND 

CYBER SECURITY AGENCY, 
GOVERNMENT OF THE REPUBLIC OF SINGAPORE 

ON 
COOPER.A TION IN THE AREA OF CYBERSECURlTY 

The National Protection and Programs Directorate, Department of Homeland Security of the 
Government of the United States of America and the Cyber Security Agency of the Government 
of the Republic of Singapore (hereinafter referred to collectively as the "Participants"), 

Noting our shared vision to achieve global prosperity through an open and secure cyberspace; 

Recognizing our interdependence in cyberspace and, as leading online economies, our shared 
interest in protecting critical infrastructure and ensuring a safe and reliable Internet that supports 
innovation and economic ann ~oci;;iJ development; 

Recognizing the benefits of close cooperation between our governments in sharing expertise and 
working together to secure cyberspace in the future; 

Considering that governments, businesses and consumers are increasingly faced with a variety of 
cyber threats and there is a need to further improve cybersecurity readiness and raise awareness 
around the importance of keeping systems secure; and 

Recognizing the importance of cooperation by the two organizations in the area of cybersecurity, 

Have reached the following understanding: 

SECTION 1 
Basic Principles 

The Participants hereby confirm their intention to promote closer cooperation and the exchange 
of information pertaining to cybersecurity in accordance with the laws and regulations of their 
respective countries and on the basis of equality, reciprocity and mutual benefit. 
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SECTION2 
Scope of Bilateral Cooperation 

The scope of cooperation between the Participants may include the following areas relating to 
cybersecurity: information sharing, incident response, critical infrastructure protection, risk 
management, awareness raising, capacity building and workforce development. Additional 
topics may be added as mutually determined by the Participants. 

SECTION 3 
Implementation 

Each Participant may identify and facilitate cooperation on a range of activities, including but 
not limited to the following: 

a) Establishment of regular information exchange through secure communication 
mechanisms on cybersecurity issues, including indicators of compromise and mitigation 
measures, in order to prevent incidents and their recurrence; 

b) Coordination of response to cybersecurity events that may occur; 
c) Exchange of assessments of the prevailing cybersecurity trends and best practices, 

including with respect to the cybersecurity of critical infrastructure; 
d) Conduct cybersecurity exercises; 
e) Raising of awureness regarding cybcrsccurity with respective constituents; and 
f) Cooperation in capacity building activities. 

SECTION 4 
Funding 

Each Participant is expected to be responsible for its own costs incurred in furtherance of this 
Memorandum of Understanding. The cost of joint cooperative activities is intended to be shared 
by the Participants in a manner to be mutually determined. 

SECTION 5 
Intellectual Property Rights 

1. The Participants do not expect to transfer ownership in any intellectual property provided 
under this Memorandum of Understanding. 

2. The Participants intend to follow the principles of existing U.S.-Singapore bilateral 
agreements for the case-by-case basis allocation of any intellectual property rights arising out 
of any activity under this Memorandum of Understanding. 

3. In the event intellectual property is created, developed or generated out of any activity under 
this Memorandum of Understanding and the principles of existing U.S.-Singapore bilateral 
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agreements do not adequately address the allocation of rights, the Participants intend to 
reserve the option of entering into a separate and appropriate arrangement to govern the 
allocation of ownership of such intellectual property rights. 

SECTION 6 
Release of Information 

It is intended that a Participant may disclose or distribute any information transmitted by the 
other Participant in the process of cooperative activities under this Memorandum of 
Understanding, but the Participants do not intend to disclose or distribute transmitted information 
that is specific to the cyber incidents of either country. The participants intend to disclose and 
distribute any transmitted information in accordance with the Traffic Light Protocol. 

In the event of unauthorized use or disclosure, the Participants should exercise best efforts to 
notify each other without delay. Both Participants should jointly decide on appropriate measures 
to address such unauthorized use or disclosure of information. 

SECTION 7 
Modifications 

This 11emorandum of Understanding may be modified in V\-Titing by mutual consent of the 
Participants. 

SECTION 8 
Resolution of Differences 

In the event of differences concerning the interpretation or implementation of this Memorandum 
of Understanding, the Participants should promptly undertake consultations with each other with 
the aim of amicably resolving the issue, without reference to any international court, tribunal or 
other forum. 

SECTION 9 
Validity 

1. This Memorandum of Understanding is not legally binding. 

2. This Memorandum of Understanding is intended to become operative on the date of its 
signature and remain in effect for a period of five ( S) years. 

3. This Memorandum of Understanding may be extended at any time, before its expiration, by 
mutual written consent of the Participants and for such period as may be mutually 
understood in writing. 
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4. This Memorandum of Understanding may be discontinued at any time, by either Participant 
giving at least one (1) month's prior notice in writing to the other Participant. 

5. The expiration of this Memorandum of Understanding is not expected to affect any 
cooperative activities carried out under Sections 2 and 3 that had commenced prior to the 
expiration of the Memorandum of Understanding. 

Signed in duplicate at Washington, on 2 August 2016, in the English language, 

FOR THE GOVERNMENT 

uzanne · pa mg 
Under Secretary 
National Protection o.nd Programs Directorate, 
Department of Homeland Security of 
the Government of the United States of America 

FOR THE GOVERNMENT OF 
T. 

(b)(6) 

David Koh 
Chief Executive 
Cyber Security Agency of 
the Government of the Republic of Singapore 
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